
11

Progress with the 
implementation and experience 
with the operation of the e-APP 

in Spain

Commemoration of the 50th Anniversary of the Apostille

 

Convention 
Third

 

Regional Meeting of the e-APP for Europe Project

4-5 October 2011, Paris



22

1.

 

Objectives
2.

 

Update

 

implementation
3.

 

Legal framework
4.

 

Objectives

 

of

 

the

 

e-APP system
5.

 

General features
6.

 

Main

 

system

 

components: 
•

 

E-Apostille
•

 

E-Register
•

 

Public

 

Issuers

 

Signatures

 

Database
7.

 

Future

 

improvements

 

envisaged
8.

 

Products

 

& Technology

 

used
9.

 

Modularity

 

& Exportability
10.

 

Experiences and lessons learned from the implementation of an e-APP 
system in Spain

11.

 

Experiences

 

of

 

Competent

 

Authorities

 

in the

 

implementation

 

of

 

the

 

new

 
system

 

in Spain.

Agenda



33

1.

 

Update state of implementation new e-APP system in Spain

2.

 

Brief e-APP system overview

3.

 

Exportability of the Spanish e-APP system

4.

 

Experiences from Competent Authorities in its implementation

1. Objectives of the presentation



44

-

 

50.083 Apostilles

 

issued as of 30th

 

Sep.

-

 

Out of which: 3.729 e-Apostilles

-

 

36 administrative and judicial Competent Authorities 
already issuing Apostilles

 

under the new system

-

 

Deployment in remaining judicial Competent Authorities in 
process 

-

 

Notaries: Preparing to join e-Register component

2. Update implementation
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1. Royal Decree 2433/1978, designating Competent Autorities in 
Spain

-

 

Currently

 

under

 

review, to

 

be approved

 

soon
•

 

Updates the scheme of Competent Authorities in Spain
•

 

Incorporates new advantages for applicants of Apostilles, overcome territorial 
division of competences for judicial and administrative Competent Authorities

2. Ministerial Order JUS/1207/2011, 14th May 2011
-

 

Establishes

 

and

 

regulates

 

the

 

electronic

 

Register

 

of

 

Apostilles of

 

the

 

Ministry

 

of

 
Justice

-

 

Regulates the procedure of issuing paper Apostilles

 

and e-Apostilles
-

 

Recognizes the full validity in Spain of e-Apostilles

 

validly issued in other Contracting 
States to the Apostille

 

Convention.

3. Legal framework
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•

 

Develop a system usable by different authorities

•

 

Expedite the issuance of Apostilles: faster and more quality 
service to the citizen

•

 

Increase the guarantees linked to Apostilles

•

 

To facilitate international circulation of public documents and 
reduce the chances of fraud.

•

 

Allow comprehensive control of Apostilles issued in both 
electronic and paper through on-line verification (e-Register).

4. Objectives of the Spanish e-APP system
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Comprehensive e-APP system: two components

1. e-Apostille: Allows

 

issuing

 

both

 

paper

 

Apostilles and

 

e-

 Apostilles 
2. e-Register: Information

 

available

 

on-line

 

regarding

 

Apostilles 
issued

 

in Spain

 

through

 

the

 

new

 

system. 

5. General features
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•

 

Allows

 

issuing

 

both

 

electronic

 
Apostilles (e-Apostilles) and

 

paper 
Apostilles
→

 

E-Apostille for

 

electronic

 

public

 

documents
→

 

E-Apostille for

 

public

 

documents

 

issued

 

in 
paper

 

that

 

are digitalised

 

(scanned) 
→

 

Paper

 

apostille for

 

paper

 

public

 
documents

•

 

Apostille signed digitally (PAdES

 
standard, advanced

 

signature

 

for

 
PDF files)

•

 

Apostille certificate used: trilingual 
version developed

 

by Hague

 
Conference

5. General features
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•

 

Common database of

 

all

 

signatures of

 

Public

 

Document

 

Issuers: 
replaces

 

paper

 

samples

 

in Competent

 

Authorities

•

 

Possibility

 

to

 

download e-Apostille online by the

 

applicant

 

within

 

its

 
validity

 

period

 

(30 days)

•

 

Single e-Register of

 

ALL Apostilles (paper

 

Apostilles and

 

e-Apostilles) 
issued

 

in Spain

5. General features
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1.

 

User Management Component

2.

 

Public Document Issuers Signatures 
Database

3.

 

e-Apostille

 

Component

4.

 

e-Register Component

5.

 

Integration Layer (Web Services)

6. System components
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e‐Register

e‐Apostille

Public

 

Document

 
Issuers Signatures DB

Digital Signature Services

Input / Output 

 
Registry

Record application on Input Registry Check whether the signature belongs 
to the Public Document issuer

Sign e-Apostille

Record Apostille

Validation Code Generation Service

Generate Validation CodeValidate Electronic Public 
Document Signature

Record notification on Output Registry

Document Repository Component

Store e-Apostille

Store e-Apostille printable version

6. System components: e-Apostille
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Ministry of Justice – Web Site

e‐Register

e-Apostille Digital 
Signature Verification

INTERNET

Foreign Authorities

e-Apostille Visualization

Validation Code + Apostille 
Number + Issuing Date

Electronic Public Document 
Hash Code checking

e‐Apostille Digital Signature Services

Record e-Apostilles

Document Repository Component

Retrieve printable version

6. System components: e-Register
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−

 

Allows to create, delete or update records corresponding to 
Public Document issuers

−

 

Data stored for every Public Document issuer:
•

 

Name
•

 

Post
•

 

Institution
•

 

Signature validity period
•

 

Scanned handwritten signature and stamp
•

 

Public key from digital certificate
−

 

Integrates with e-Apostille

 

for signature validation:
•

 

Name 
•

 

Visual check of handwritten signatures
•

 

Automatic check of electronic signatures

6. System components

6. Public Document Issuers Signature Database

http://www.dreamstime.com/register?jump_to=http://www.dreamstime.com/stock-photos-signature-image4816843
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−

 

A number

 

of

 

further

 

developments

 

envisaged, to

 

be undertaken

 

in 
phases. 

a) On-line application of e-Apostilles. 
•

 

Uploading of electronic public documents in order to apply for 
their Apostilles

•

 

On-line application for an electronic public document and its 
Apostille

 

altogether

b) Signing e-Apostilles with a “Public Institution 
Certificate”

•

 

“Public Institution Certificate”: a special kind of server certificate 
owned by a Public Institution

•

 

The main advantage in using this kind of certificate is that the

 
whole process can be done with no human intervention

7. Future Improvements
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−

 

Open Standards: J2EE architecture (Web Applications developed in

 Java running on WAS 6.1)
−

 

Interoperability: SOA architecture (Web Services)
−

 

RDBMS: Oracle 10g
−

 

Standard Document Format: Adobe PDF
−

 

Digital Signature Standards:
•

 

PAdES

 

for signing e-apostilles
•

 

XAdES, CAdES

 

& PAdES

 

supported for Public Documents

8. Products & Technology used
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−

 

One of the main goals in designing the Electronic Apostille

 

System 
was to enable re-use of its components by other Competent 
Authorities in Spain or in other countries

−

 

As an example, the e-Apostille

 

an e-Register components are 
integrated, but not coupled

−

 

In a similar manner, other pieces can be replaced, meeting certain 
conditions. 

9. Modularity and Exportability



17

−

 

A given

 

jurisdiction

 

may adapt the Spanish system by 
replacing

 

some

 

of

 

the

 

components:
1.

 

Database

 

Manager
2.

 

Digital Signature Component
3.

 

Validation Code Generator

−

 

Spanish

 

e-APP software will

 

be distributed

 

to

 

any

 

interested

 State
•

 

Under

 

European Public License: for

 

Spanish

 

e-APP 
software and

 

open software components
•

 

Commercial products

 

must

 

be substituted

 

by open software 
products

 

or

 

purchased

9. Modularity and Exportability
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Challenges
-

 

Deployment

 

in the

 

entire

 

national

 

territory, in Competent

 

Authorities

 
under

 

different

 

jurisdictions
-

 

Potential

 

rejections/objections

 

to

 

the

 

acceptance

 

of

 

Apostilles issued

 
with

 

the

 

new

 

system

 

by jurisdictions

 

more accostumed

 

to

 

paper

Opportunities
-

 

Taking

 

advantage

 

of

 

the

 

possibilities

 

offered

 

by new

 

technologies: 
new

 

Royal Decree

 

in process

 

proposes to break the territorial division 
of competences for judicial and administrative Competent Authorities

-

 

Increased

 

advantages

 

for

 

applicants

 

of

 

Apostille (download

 

of

 

e-

 
Apostilles)

-

 

Progressive

 

reduction

 

of

 

affluence

 

of

 

public

 

at Competent

 

Authorities, 
thanks

 

to

 

new

 

telematic

 

possibilities

10. Experiences and lessons learned from the implementation 
of an e-APP system in Spain
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Lessons learned
−Training before

 

deployment

 

& technical

 

support

 

for

 

users

 

at 
the

 

moment

 

of

 

deployment

 

are of

 

great

 

importance

− Implementation

 

of

 

the

 

e-APP in a given

 

State might

 

need

 
legal coverage

 

at national

 

level

− Information

 

and

 

Communication

 

campaigns:
−

 

Competent

 

Authorities. 
−

 

Citizens/ applicants

 

of

 

Apostilles
−

 

Receiving

 

authorities

 

in third

 

countries.

10. Experiences and lessons learned from the implementation 
of an e-APP system in Spain
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Experiences of Competent Authorities 
in the implementation of the new e-APP 

system in Spain.
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THANK YOU
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