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PRIMARY GOALS

The main goal of the project is the development of an Electronic 
Apostille System including both components defined by the e- 
APP program: e-Apostille and e-Register



 

Following recommendations from e-APP project of the The Hague 
Conference.



 

Framed within the “e-APP for Europe project”, financed by the EU



 

Designed as a low-cost system that may be used by the 
Competent Authorities in any Contracting State included in the 
Hague Convention on Apostille



 

Legal goals:



 

Reducing the chances of fraudulent issuing of Apostilles, even in 
the case of paper Apostilles, through the possibility of verifying 
the origin of Apostilles through the on-line e-Register



 

Increasing the legal guarantees of Apostilles through the use of 
new technologies (electronic Apostille)



 

Facilitation of Public Documents international traffic



 

Technical goals:



 

Possibility of re-use of the different components of the application 
developed in Spain by other Competent Authorities
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E-APOSTILLE SYSTEM OVERVIEW



 

e-Apostille for both paper-based and electronic Public  
Documents



 

Availability of e-Apostille printed version


 

All Apostilles issued are automatically recorded in e- 
Register



 

Public Document is not stored in the system (according to 
Spanish Law on Personal Data Protection)



 

Applicant can download the e-Apostille on-line (with secure 
authentication)



 

On-line validation of e-Apostilles through the e-Register


 

Management of the Public Document Issuers Signatures 
Database (supporting both handwritten and digital 
signatures) 

Main Features

APOSTILLE
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E-APOSTILLE SYSTEM OVERVIEW



 

One of the main goals in designing the Electronic Apostille 
System was to enable re-use of its components by other 
Competent Authorities in Spain or in other countries



 

As an example, the e-Apostille an e-Register components 
are integrated, but not coupled



 

In a similar manner, other pieces can be replaced:


 

Document Repository Component


 

Digital Signature Component


 

Validation Code Generator

Modularity
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E-APOSTILLE SYSTEM OVERVIEW



 

User Management Component



 

Public Document Issuers Signatures Database



 

e-Apostille Component



 

e-Register Component



 

Integration Layer (Web Services)

System Components
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E-APOSTILLE SYSTEM OVERVIEW
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E-APOSTILLE SYSTEM OVERVIEW



 

Allows issuing of Apostilles for both electronic and paper-based 
Public Documents



 

Signature validation against the Public Document Issuers  
Signatures Database (for both handwritten and digital 
signatures)



 

e-Apostille is generated in PDF format based on trilingual  
model proposed by Hague Conference



 

Every e-Apostille is assigned a validation code

e-Apostille Component (I)
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E-APOSTILLE SYSTEM OVERVIEW



 

e-Apostille signature accomplishes PAdES standard (advanced 
signature for PDF files)



 

Allows printing a paper version of the e-Apostille that includes 
(out of the “magic box”):


 

Validation code


 

URL of the e-Register, where the e-Apostille may be validated



 

Every issued e-Apostille is automatically recorded on e-Register



 

If requested by the applicant, the e-Apostille may be 
downloaded via the internet

e-Apostille Component (II)
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E-APOSTILLE SYSTEM OVERVIEW

Actualización de 
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E-APOSTILLE SYSTEM OVERVIEW

Integrated with the e-Apostille Component to automatically 
record all Apostilles issued
Can be accessed on-line through the internet. Users must enter 
the “identifying triplet”, that is: 



 

Apostille number


 

Issuing date 


 

Validation code: alphanumeric code generated by the 
system, which cannot be easily guessed. 

Available on-line functionalities include:


 

Apostille validation / visualization


 

User can verify the signature of an e-Apostille by uploading it


 

User can verify whether an electronic public document is exactly 
the same that was attached to an e-Apostille

E-Register Component

APOSTILLE
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E-APOSTILLE SYSTEM OVERVIEW

Actualización de 
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E-APOSTILLE SYSTEM OVERVIEW

Allows to create, delete or update records corresponding to 
Public Document issuers

Data stored for every Public Document issuer:


 

Name


 

Post


 

Institution


 

Signature validity period


 

Scanned handwritten signature and stamp


 

Public key from digital certificate

Integrates with e-Apostille for signature validation:


 

Visual check of handwritten signatures


 

Automatic check of electronic signatures

Public Document Issuers Signatures Database

APOSTILLE
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Highly interoperable, based on SOAP Web Services

Allows an external Information System who issues electronic 
public documents to insert them into the Apostille workflow.

Allows an external Information System who issues Apostilles to 
record their data onto the e-Register component

Integration Layer

E-APOSTILLE SYSTEM OVERVIEW
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Open Standards: J2EE architecture (Web Applications 
developed in Java running on WAS 6.1)



 

Interoperability: SOA architecture (Web Services)



 

RDBMS: Oracle 10g



 

Document Management System: Alfresco 3.2



 

Standard Document Format: Adobe PDF



 

Digital Signature Standards:


 

PAdES for signing e-apostilles


 

XAdES, CAdES & PAdES supported for Public Documents

Products & Technologies Used

E-APOSTILLE SYSTEM OVERVIEW
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DEPLOYMENT PLAN
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March 8 2011: Deployment in two pilot sites. Superior Courts 
of Justice: 


 

Murcia Region (Murcia)


 

Castilla – La Mancha (Albacete)



 

From March 28 2011: phased deployment


 

Deployment in Central Competent Authority at the Ministry 
of Justice



 

Deployment on the rest Competent Authorities within the 
sphere of competences of the Ministry of Justice



 

Deployment in Competent Authorities in regions with 
competences transferred in the field of Justice 
Administration. 

DEPLOYMENT PLAN
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FUTURE ENHANCEMENTS
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On-line application of e-Apostilles. Two scenarios:


 

Uploading of electronic public documents in order to apply for 
their Apostilles



 

On-line application for an electronic public document and its  
Apostille altogether



 

Signing e-Apostilles with a “Public Institution Certificate”


 

“Public Institution Certificate”: a special kind of server certificate 
owned by a Public Institution



 

The main advantage in using this kind of certificate is that the 
whole process can be done with no human intervention

FUTURE ENHANCEMENTS
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APPLICATION DEMO
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APPLICATION DEMO

e-Apostille: Login Window
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APPLICATION DEMO

e-Apostille: Proceeding to “Create Apostille”
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APPLICATION DEMO

e-Apostille: Data Recording (I)
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APPLICATION DEMO

e-Apostille: Data Recording (II)
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APPLICATION DEMO

e-Apostille: Signature Validation (I)
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APPLICATION DEMO

e-Apostille: Signature Validation (II)
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APPLICATION DEMO

e-Apostille: Signature Validation (III)
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APPLICATION DEMO

e-Apostille: Proceeding To Signature Step
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APPLICATION DEMO

e-Apostille: Signer Logs In



Página 31

APPLICATION DEMO

e-Apostille: Proceeding to “Pending Tasks”
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APPLICATION DEMO

e-Apostille: Pending Task Selection
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APPLICATION DEMO

e-Apostille: Proceeding to Sign
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APPLICATION DEMO

e-Apostille: Certificate Selection
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APPLICATION DEMO

e-Apostille: Entering Certificate Password
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APPLICATION DEMO

e-Apostille: Successfully Signed
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APPLICATION DEMO

e-Apostille: Proceeding To Notify
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APPLICATION DEMO

e-Apostille Download Page: Login Window
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APPLICATION DEMO

e-Apostille Download Page: List of applicant’s e-Apostilles
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APPLICATION DEMO

e-Apostille Download Page: e-Apostille Details (I)
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APPLICATION DEMO

e-Apostille Download Page: e-Apostille Details (II)
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APPLICATION DEMO

e-Apostille Download Page: e-Apostille Download (I)



Página 44

APPLICATION DEMO

e-Apostille 
Download 
Page: e- 
Apostille 
Download (II)
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APPLICATION DEMO

e-Apostille With Public Document As Attachment
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APPLICATION DEMO

e-Register: Main Page
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APPLICATION DEMO

e-Register: Entering e-Apostille Identifying Data
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APPLICATION DEMO

e-Register: e-Apostille Validation (I)
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APPLICATION DEMO

e-Register: e-Apostille Validation (II)
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APPLICATION DEMO

e-Register: Apostille Visualization (I)
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APPLICATION DEMO

e-Register: Apostille Visualization (II)

e-Register: 
Apostille 
Visualization 
(II)
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APPLICATION DEMO

e-Register: Public Document Hash Validation (I)
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APPLICATION DEMO

e-Register: Public Document Hash Validation (II)
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APPLICATION DEMO

e-Register: e-Apostille Digital Signature Verification (I)
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APPLICATION DEMO

e-Register: e-Apostille Digital Signature Verification (II)



Página 57

END OF THE SESSION
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