Progress with the implementation
and experience with the operation
of the e-APP in Spain

Prague, 27th May
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Agenda
Implementation

e-APP System Overview 1. Update state of implementation new e-

= System Components . .

. e-Apostill APP system in Spain

= e-Register

« Public Document Issuers 2. Brief e-APP system overview
Signatures Database

= Modularity & Exportability 3

= Products & Technologies
Used

= Future improvements

Experience of the Chancellor Secretariat
of the Superior Court of the Region of
Murcia as a pilot Competent Authority
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Deployment

Agenda
Implementation
e-APP System Overview

* 13 May 2011: Deployment in in two pilots:

= System Components

+ eposti —Chancellor Secretariats (Secretarias de
S Gobierno) of the Superior Courts of Justice of
Signatures Database the Region of Murcia and Castilla- La Mancha

= Modularity & Exportability

+ Products & Technologies | ¢ From 18 May 2011: 30 administrative and

Used

. Future improvements judicial Competent Authorities under the
purview of the Ministry of Justice

* Deployment in remaining judicial Competent
Authorities in process

* Notaries: Preparing to join e-Register
component
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ngence Legal developments

Implementation
e-APP System Overview

. System Components 1. Ministerial Order JUS/1207/2011:
AN establishing the creation of the Spanish e-
» puic Doament Issvers | Register of Apostilles: published 14th May

Signatures Database

= Modularity & Exportability 20 1 1

= Products & Technologies
Used

= Future improvements

2. Royal Decree designating Competent
Authorities responsible for the issuance of
Apostilles in Spain
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Agenda
Implementation
e-APP System Overview
= System Components
= e-Apostille
= e-Register
= Public Document Issuers
Signatures Database
= Modularity & Exportability

= Products & Technologies
Used

= Future improvements

System Components

User Management Component

Public Document Issuers Signatures
Database

e-Apostille Component
e-Register Component
Integration Layer (Web Services)
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mptamentaton Spanish e-APP in a nutshell:
e Conponents e-Apostille component

* e-Apostille 1. e-Apostille for both paper-based and electronic Public

= e-Register
= Public Document Issuers Documents
Signatures Datab Lt ) ,
gnatires Database 2. Availability of a paper version of the e-Apostille that

= Modularity & Exportability . “ . ” . .
. Products & Technologies Used includes (out of the “magic box”): Validation code + URL

- Future improvements of the e-Register, where the e-Apostille may be validated

3. Signed digitally (PAdES standard, advanced signature for
PDF files) and every Apostille is assigned a validation code.

4. e-Apostille is generated in PDF format based on trilingual
model proposed by Hague Conference

5. If requested, the applicant can download the e-Apostille
from the website of the Ministry of Justice (with secure
authentication).

6. Signature validation against the Public Document Issuers
Signatures Database (for both handwritten and digital

signatures)
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Agenda
Implementation
e-APP System Overview
=  System Components
= e-Apostille
= e-Register
= Public Document Issuers
Signatures Database
= Modularity & Exportability
= Products & Technologies Used
= Future improvements

Spanish e-APP in a nutshell:
e-Register component

Integrated with the e-Apostille component to
automatically record all Apostilles issued

Public Document is not stored in the system

Information fields required to access the e-Register:
Apostille number + Issuing date + Validation code

On-line validation of e-Apostilles through the e-Register,
functionalities include:
* Apostille validation / visualization

* Users can verify the signature of an e-Apostille by
uploading it

* Users can verify whether an electronic public document
is exactly the same that was attached to an e-Apostille
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e-Apostille Component Model

Document Repository Component

Store e-Apostille
Store e-Apostille printable version
Validation Code Generation Service

Generate Validation Code

Digital Signature Services

Sign e-Apostille

Validate Electronic Public
Document Signature

Check whether the signature belongs
to the Public Document issuer

Record application on Input Registry,

Public Document
Issuers Signatures DB

Input / Output e-Apostille

Registry

Record e-Apostille

‘ e-Register
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E-Register Component Model

. Digital Signature Services
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Agenda
Implementation
e-APP System Overview
= System Components
= e-Apostille
= e-Register
= Public Document Issuers
Signatures Database
= Modularity & Exportability
= Products & Technologies Used
= Future improvements

Public Document Issuers Signatures
Database

"Allows to create, delete or wupdate records
corresponding to Public Document issuers

=Data stored for every Public Document issuer:
= Name
= Post
= [Institution
= Signature validity period
= Scanned handwritten signature and stamp
=  Public key from digital certificate

"|Integrates with e-Apostille for signature validation:

= Visual check of handwritten signatures
= Automatic check of electronic signatures
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Agenda MOdUIa rity

Implementation

e-APP System Overview

= One of the main goals in designing the Electronic

= System Components

- e-Apostille Apostille System was to enable re-use of its
" eRegister components by other Competent Authorities in
= Public Document Issuers . . .

Signatures Database Spain or in other countries

= Modularity & Exportability
= Products & Technologies Used

= _Future improvements = As an example, the e-Apostille an e-Register
components are integrated, but not coupled

= |n a similar manner, other pieces can be replaced,
meeting certain conditions.

Pag. 10



E-APP SYSTEM OVERVIEW E{ seni] |t

Agenda Modularity- Exportability

Implementation

e-APP System Overview

= A given jurisdiction may adapt the Spanish system
= System Components .
- e-Apostille by replacing some of the components:

= e-Register
= Public Document Issuers

Signatures Database 1. Database Manager
= Modularity & Exportability

= Products & Technologies Used
= Future improvements 3. Validation Code Generator

2. Digital Signature Component
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E-APP SYSTEM OVERVIEW E'ﬁ seni] |t

Agenc Products & Technologies Used

Implementation
e-APP System Overview
= System Components

Open Standards: J2EE architecture (Web

= e-Apostille . . . .
- e-Register Applications developed in Java running on WAS
= Public Document Issuers 6 ] 1)

Signatures Database

= Modularity & Exportability

Interoperability: SOA architecture (Web Services)
! roure moemene | = RDBMS: Oracle 10g
Standard Document Format: Adobe PDF

Digital Signature Standards:
= PAdES for signing e-apostilles
= XAdES, CAdES & PAdES supported for Public Documents
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Agenda = A number of further developments envisaged, to be
Implementation undertaken in phases.
e-APP System Overview ) .
. System Components = Some examples of improvements envisaged:
- e-Apostille a) On-line application of e-Apostilles. Two scenarios:
" e-Register = Uploading of electronic public documents in order to apply
= Public Document  Issuers for their Aposti"es

Signatures Database
= Modularity & Exportability
= Products & Technologies Used

=  On-line application for an electronic public document and
its Apostille altogether

= Future improvements

b) Signing e-Apostilles with a “Public Institution Certificate”

=  “Public Institution Certificate”: a special kind of server
certificate owned by a Public Institution

= The main advantage in using this kind of certificate is that
the whole process can be done with no human intervention
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2 = GOBERNO  MINISTERIO
: :mmm DE JUSTICLA

THANK YOU



	Slide Number 1
	AGENDA
	IMPLEMENTATION
	IMPLEMENTATION
	E-APP SYSTEM OVERVIEW
	E-APP SYSTEM OVERVIEW
	E-APP SYSTEM OVERVIEW
	E-APP SYSTEM OVERVIEW
	E-APP SYSTEM OVERVIEW
	E-APP SYSTEM OVERVIEW
	E-APP SYSTEM OVERVIEW
	E-APP SYSTEM OVERVIEW
	E-APP SYSTEM OVERVIEW
	FUTURE IMPROVEMENTS
	Slide Number 15

